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Port forwarding allows remote computers (for example, computers on the internet) to connect to a specific computer 
or device within a private local-area network (LAN). A router works by directing information from the internet to the 
correct computer or device on the LAN via ports. 

It can be compared to a phone system where the main phone line is like the public IP address and the extensions 
are the ports. One calls the main line and the switchboard (router) directs your call to the correct department via 
an extension number (port). Without the extension the call will not reach the correct department (or device).  Port 
forwarding sets up your router to correctly redirect external inbound service requests to the correct internal computer 
or device on your network. Without this, the inbound service request - such as a web page - would not know which 
computer or device on the LAN to display its content. 

Opening a specific port or ‘port forwarding’ is one method to allow remote access to a device on a private network 
from a public network such as the internet. To configure port forwarding on a specified DVR you need to configure 
your router to forward incoming requests on the port that the DVR uses so that a connection can be made to the DVR.  
This enables the DVR to be accessed remotely from the internet.

Every program on your computer that uses the internet is programmed to send its data through specific ports. Many 
programs use an industry standard port depending on the function of the software. Applications such as browsers, 
email readers and instant messaging may use a standard port (see table below). Other applications use ports that are 
arbitarily selected by the programmers. Our own DVR viewer software use specified ports so you must determine the 
port to be opened by looking in the documentation supplied with the product or application.
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Question: What is port forwarding and how does alienDVR 
port forwarding work?   
Answer: Port forwarding is a method of making a computer or DVR on your network accessible to computers 
on the internet whilst behind a router.  
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Many default ports have been assigned to these programs or services over the years.  Often applications have a 
configuration option so that you can change the port manually to avoid conflicts as only one application can use a 
port at any one time, ie: they are mutually exclusive.

Application TCP/IP Port Service Name
Internet Browser 80 HTTP

FTP file transferring 21 FTP
POP3 Email 110 POP3
Most DVRs 8000 Server
alienDVRs 8240 Server
alienDVRs 1240 RTSP  (real-time streaming protocol)

Don’t use port 8000!
Because many DVR manufacturers use port 8000, hackers scan it when they look for DVRs to hack. In 2015 we stopped 
using port 8000 to make our alienDVRs one of the most secure products available. If you are still using port 8000 on a 
DVR then change it as it will get scanned by hackers. Also, only port forward the ports you need to. 

Related “How to fit CCTV” guides:  (click to view)

Tip 231:
Configure a BT Business router to enable remote access to Alien DVR’s using the port forwarding method?

Tip 58:
How can I configure a Netgear router for internet access to a DVR?
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