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Backbone 
The main cabling of a network to which all the   
segments are connected. The backbone is usually capable 
of carrying more data than each segment. 

Bridge
A bridge is a more intelligent data communication 
device that connects and enables data packet forwarding 
between homogeneous networks. Bridges support, store 
and forward traffic switching. Bridging occus at level 2 of 
the OSI model. 

Broadcast
When a node sends out data that is intended for 
transmission to all other nodes on the network. 

Hub
A hub connects multiple computers and ethernet devices 
to a LAN. 

Local Area Network (LAN)
A LAN is a network of computers that are in the same 
physical location (such as in the same building). If the 
computers are far apart - such as in different towns - then 
a Wide Area Network (WAN) is used. 

Media Access Control address (MAC address)
The physical address of any device on the network. 

Multicast
In a multicast, a node sends data addressed to a special 
group address. Devices that wish to receive this data must 
register on the group.

Network
A network is a group of computers connected together in 
a way that allows information to be exhanged between 
them.

Node 
A node is anything that is connected to a network. This 
can be a computer, a printer or a DVR. 

OSI layers
An Open System Interconnection reference model 
was introduced by ISO which defines seven layers of 
networking.

Repeater
A repeater is a device used to extend or interconnect 
network segments allowing for longer distances. 
Repeaters receive signals from one segment and amplify, 
re-time and re-transmit those signals to another network. 

Router
A router is a networking device that forwards data 
between computer networks. 

Segment
A segment is any portion of a network that is separated 
from other parts of the network by a switch, bridge or 
router. 

Unicast 
A transmission from one node specifically to another. 

Wide Area Network (WAN)
A WAN connects a number of devices that can be many 
miles apart. For example a business may have offices in 
two cities that are connected by a WAN. 
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This CCTV installation tip is aimed at helping you to install CCTV equipment. If you are looking for answers on “how to fit CCTV” or perhaps “how to network a DVR or 
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Question: What are the key CCTV networking terms, 
network ports and internet protocols?    
Answer: Networking terms explained. Here is a glossary of the most common CCTV networking terminology 
and internet protocols you may come across whilst installing CCTV. 
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Network Ports
A port is an end point of communication in an operating system. It identifies the type of network service and the 
specific process. Ports are numbered and a network implamentation (such as TCP) will assign a port number to the 
data. The receiving computer wiill use this number to figure out what computer program to send the data to.  
Ports became necessary when computers became capable of running more than one program at once. 

Internet Protocols
In order for computers to talk to each other in any network there must be a common protocol for understanding. 
Protocols are like lanuages. To understand this guide you must understand English. Similarly two devices must 
understand the same protocols to communicate successfully. When data is being transmitted between two or more 
devices something needs to govern the controls that keep this data intact. A protocol is a formal description of 
message contents and the rules two computers must follow to exchange those messages.

Here are some of the more common protocols you may come across and their port numbers. 

TCP - Transmission Control Protocol
TCP is the basic communication language or protocol of 
the Internet.

HTTP - Hyper Text Transport Protocol  Port 80
The procotol used to transfer hypertext pages across the 
internet.  Eg:  http://www.systemq.com

HTTPS - Secure Hyper Text Transport Protocol  
Port 443
An encrypted procotol used to transfer hypertext 
pages across the internet. Used for transferring secure 
information such as payment details.  

FTP - File Transfer Protocol  Port 21 
A protocol that enables transfer of text and binary files 
over a TCP connection. It is one of the most commonly 
used methods of uploading new webpages to a website. 

SMTP - Simple Mail transfer Protocol  Port 25
Used to transport mail to and from other servers. 

DNS - Domain Name Server  Port 53
A network protocol used to match web URLs into IP 
addresses. 

POP3 - Post Office Protocol  Port 110
A protocol used by Email clients such as Outlook 
to retrieve Email from a remote server over a TCP 
connection.  Emails are copied & stored locally on the 
recieving PC so if for example a user deletes the Email, it 
still exists on the server. 

IMAP - Internet Message Access Protocol  Port 143
A protocol used by Email clients such as Outlook 
to retrieve Email from a remote server over a TCP 
connection.  IMAP however offers real time managment 
of an inbox over multiple computers so if a user deletes 
an Email, it is deleted across the network. 

IP - Internet Protocol
An Internet Protocol address is an identifier assigned 
to each computer and other device (e.g., printer, router, 
mobile device, etc.) connected to a TCP/IP network.
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