V.
?
%
P
LL
(=
7y
14
%
‘

Instruction Manual

RoboPlate FTP Server

SOFT1042

v1.1.2.0

© 2022 System Q Ltd

RoboPlate.com


http://www.roboplate.com/

RoboPlate FTP Server

Table of Contents

Part 1 Introduction

1 PC ReqUIreMENtS .....ccovuiiiiieiiecireccrnn s seassm s s s rnnseneenseneenes
2 Software LiCensing .....cccceiiruiiiiriiireiirirrcrrn s s e semeennes

3 Limitations & Software Protection ........cccoevviiiiiiiiiiiiiiiiirnanns

Part 2 Installation
Part 3 Getting Started

Part 4 Configuration

O G A WODN =

Index

Firewall ...
Add NEeW USEr ....ccuieiieiie s s s e
Camera FTP Setup ....covuiiiiieiirecirecrrrr e ec s e sra e e e e
Enable the Server ...,
Browser and File Navigation ...........ccooviiiiiiiiiiiiiiicinnieen,
ACHIVItY .o

RoboPlate.com

© 2022 System Q Ltd


http://www.roboplate.com/

Introduction

Introduction

This program is written specifically for the RoboPlate range of ANPR Cameras, it can receive
mmages (jpgs) from these cameras and file them on the local PC for easy viewing,

An embedded Microsoft Windows ® file browser allows viewing in either thumbnail or list mode.

Images are conveniently named indicating B/W/G list then date and time:- this makes searching
and sorting quite easy.

Key features include...

e Works with RoboPlate ANPR cameras
e Stores plate captures

e Saves plate data to your PC

e Thumbnail results

¢ Easy to browse image files

e Files as white, grey or black list

o Plate data stored in the file name

e Windows PC compatible
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1.1 PC Requirements

The recommended minimum system specification is:

e Windows 7 SP1 or above
e Intel I5 3.0GHz Processor
¢ 4Gb RAM (32bit OS) or 8Gb RAM (64bit OS)

Disc space requirements:
e Approx 75Mb for roboPlate bundles

Note that Windows 7, 8, 8.1, 10 and 11 (32/64bit) are supported.

RoboPlate.com
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1.2 Software Licensing

Each PC mstalling the RoboPlate FTP Server requires a licence.

The software is a standalone product, for use on additional PCs, these require a licence in their
own right.

The licence specifies that only a single instance of the software is allowed to run at any moment in
time on a physical PC and that no modification or virtualisation is allowed.

This software requires an Internet connection for registration, activation and support purposes
only. Registration and activation is a single one-time task, once activated an Internet connection
is not required for day-to-day use.

Likewise, to relinquish the licence, deactivation requires an Internet connection. Licence removal
is possible during the un-installation process, you may then remstall onto a new PC.

1.3 Limitations & Software Protection

The following limitations apply and are not supported, not allowed or have not been tested, nor
will be tested :

e Windows Vista, XP or earlier

e Windows Server editions (2008, 2012 etc)

e Virtual environments such as VMWare,

e Virtual PC, Virtual Box and others

e Multiple instances of any individual executable

¢ Execution in the presence of a debugger/disassembler
¢ Changing the executable file name

The RoboPlate FTP Server software is Enigma protected.

Enigma is a commercial product providing copy protection, registration and activation features,
for more information, see enigmaprotector.com.

Some antivirus packages generate warnings because of Enigma’s presence so customers are
advised to satisfy themselves that our code-signed modules are intact and have not been
modified, then exclude them from further antivirus analysis.

To check the validity of a code-signed executable via Windows File Explorer, locate, then right
click on the file, select : Properties > Digital Signatures > Details.
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Installation

Please ensure you have an Internet connection because the final step requires online activation
before the program can be used.

Download the installer from softcctv.com using the instructions provided on the software
certificate card.

Register the software using the software key provided on the certificate used to download the
software, then run it.
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Getting Started

Getting Started

Image processing and analysis is all done in the camera, ANPR data is then sent via FTP to this
software for storage. For this to happen, the camera must be configured correctly.
These links provide document how to setup a camera ..

https//systemq.comVPDF/manual/xXROBOPCZ22.pdf
https//systemq.com/PDF/manual/xXROBOPMZ50.pdf

See FTP section - FTP Setupm

Configuration
This is the main screen which is displayed when the software is running,
77 RoboPlate FTP Server: 1.1.2.0 - ul x
Server
[] Show Threads
o Listen on IP Address Port FTP Root Folder .. user data will appear in this folder
Disabled 192.168.0.100 v 21 = = | [~ |T:\RoboPlate-FTP ‘ (e
Username Sessions Browser Activity oHe\p:Se(ullly Warning
Name - Date modified Type Size

This folder is empty.

< Add New User € | 14032022 2> & Close

Status : Disabled
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4.1 Firewall

In order for the software to receive FTP data being sent from the camera, the Firewall needs to
opened (an exception added).

Ifthe PC is using a firewall or anti-virus separate to the security built mto Windows then ask the
on site IT department or network administrator for guidance, or consult the software manual in
order to add an exception.

This program can create a Windows Firewall entry as described below.

.1. Select the Firewall "'Shield" button on the software.

Sarsr
O show Theeads
Listan on P Addrass Port FTP Rozot Foldder - wear data will appear in this folder
Casekied 15210805 3 El = = [ | TAubanRoboP laie-FTR
|'.Isefname | Elarbind Browser Aty
231 Hame - Daiemiad fied Tpe
office-01 DLATI0AT 1 R0E Filefakier
FRE2A- QLG 02T DD Fimfckdnr
w Threads
|
Add Firewall Rules
ly Warning
4 Add Mew Lisar & || oy ||| > E- Clase

Snatuis | Disabded

2. Select "Yes" to the prompt advising the software requiring admin rights.

CQuestion

This application can create Windows firewall entries, but needs admin rights so may prompt you for an admin username & password,

Continue?

19/04/2022
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3. Select "Yes" and/or enter admin credentials for the admin user Windows prompt.

User Account Control =

Do you want to allow this app to make
changes to your device?

FTP.exe

Verified publisher. Microsoft Windows

Show more details

Yes MNo

4. Select "Yes" for the RegWatch FTP Server application to apply an inbound firewall exception,
and wait for the dialogue box to disappear.

Firewall : RegWatch FTP Server

RegWatch FTP Server

This application uses network connections so needs firewall access as follows .

Inbound = Yes
Outbound = Mo

It can create "Windows" firewall rules, it cannot create rules in third party products.

If you use a third party product, please refer to the manufacturer's instructions for guidance.

Do you want to create Windows Firewall rule(s) for this application?

Yes Mo

© 2022 System Q Ltd
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4.2 Add New User

For the camera to send the data to the software a "User" needs to be added to the software.
This allows for added security, management and logging of connections received by the program.

It also allows for control of where the files are to be stored on the PC, as different users can have
different file locations set in the FTP Server

To add a user...

Select the "Add New User" option in the software.

7 Pl FTF Sawni s LAZE o s

HIEE
O thaw rireeds
Lideh 0o P &M s (] FRF Rl R . ' il wi L ag geai o T Fobdin
Dinsbies 1A ;l L Bl | |08 | Fuesbataerrr 3
|nprasens Iramern HoME iy a Adp 1 Srrarly 'Warirg
[T Dt miFed Tye By
Thay bodeker i e

= Add New User |

r+ A i LH B dawe

T

Enter in credentials which the camera will use to login to the FTP Server, and a folder name.

Click Save after making any changes

User: Add New Record

Enabled

Username |rubccam |
Password |rubccampasswurd |
User Folder |rubucam| |

H save E2 cancel
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4.3 Camera FTP Setup

In the camera browser nterface navigate to:

Configuration > Storage > FTP

fobalPLATE Live view Playback Configuration 2 admn = Eat
%;T Basic settings
FTP
o System
Server address | ‘
x Network
Port 21 |1~65
P video & Audio
User name | ‘
=
- Storage Password | @ ‘
Local settings Remote path | ‘
Disk [ Breakpoint resume
FTP i
L Restore Default | [ Test FTP ) [ Save
NFS
Video control
Schedule
u Alarm
N .
[ v ] Security
Q Smart video

Server Address

Enter the IP address of the PC running
the FTP Server. This can be obtained
from the FTP Server software. See
image to the right.

(Notes:
1. Populating this field enables FTP
2. Clear this field to disable FTP

Port

The standard port =21
Use the port as specified by the FTP

SCTVeEr.

Listen on IP Address

182.168.0.100

Port

21

Username

Enter a username as specified in the FTP server.

Password

Enter the password for the username as specified in the FTP server.

Remote Path

Leave this field blank.

by the server and not specified here.

Management of the folder structure on the FTP server should be handled

Click Save after making any changes

© 2022 System Q Ltd
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4.4 Enable the Server

For the Server to start receiving data from the camera, it will need to be enabled.

As default the software will load up disabled. To Enable simply select the "Disabled" button.

7 Pkl FTP S 1020 L8

[
Lt en 1P feddemin Forl FI7 Pl Folcar - ucrir chidin el inzpaie e Tokhr
(LR - 1 : B [ | vimebarane-re Lri
| Bimides BIcwisr Arinsy B Her e ey
| Fisrea ° Dt reided Fa B
Tt dobober 11 ety
o Aok b Liner | [ |5 [ —
: it Casbded
1 3 "N, "
To disable the FTP server simply select the "Disabled" button.
- O
[ show Threads
Port FTP Reosct Fodder - wear data will appear in this folder
] — Bl TimEsRoboRlle-FTR [}
[wzernam= 8 Fession: Browser |artiity K} Fp: Sacary wumin
El FE
| V|
Enabled
o Add Mew Licar || ooz | (] [ B dace
| |Rusviime.. DU

Note: once enabled the software cannot be closed. If the software needs be to closed then
disable the Server first.

19/04/2022
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4.5 Browser and File Navigation

Once the FTP Server is receiving data, the built-in browser can be used to navigate to the
captured number plate images.

FTP Server: Help

This program uses an embedded browser to display files from your hard drive, the browser is located in an IFrame.
Windows security settings determine whether this browser is allowed to launch the application associated with the file that you select.

if disabled .. nothing will happen
if enabled .. the application associated with the file selected should launch and openiit

if setto "Prompt" .. you will be presented with the following warning :

@ Do you want to allow files from this website
“  torun on your computer?

To allow the browser to open files without this prompt :
Control Panel > Network and Internet > Internet Options > Security tab > Local Intranet > Custom Level

scroll down to and select Miscellaneous > Launching programs and files in an IFRAME = Enable

Close

To use the browser follow the steps below on searching for files.

1. Select the user on the left of the software.

Username Sessions

2. Double click to enter the camera folder in the navigation viewer.

Browser Activity

Mame - Date medified Type Size
Office-01 01,/04/2022 13:06 File folder
RPZ24-01 26/03,/2022 00:00 File folder

© 2022 System Q Ltd
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3. Double click to enter "ANPR" folder.

Browser Activity

Mame Date modified Type Size
AMPR 04,04,/2022 00:00 File folder
snap 04,/04,2022 08:01 File folder

4. Double click to enter the date folder.

Browser Activity

Marme Date modified Type Size
P 2022-04-01 02/04,/2022 00:00 File folder
2022-04-02 03/04,/2022 00:00 File folder
2022-04-03 04/04,/2022 00:00 File folder
2022-04-04 04/04,/2022 02:38 File folder
19/04/2022
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5. Double click to view the captured picture.

Browser Activity

s

Mame Date modified Type Size

§|ﬂ G-20220401-125142-WL39KLU.jpg 01/04/2022 12:51 JPG File 52 KB !
@ G-2022041 Type: JPG File 01/04/2022 12:51 JPG File SEKB
@ G-20220M size: 57.6 KB 0170472022 12:52 JPG File B KB
@ G-202204( Date modified: 01/04/2022 12:31 01/04/2022 12:52 JPG File JEKB
@ G-20220401-125159-WL59KLU.jpg 01/04/2022 12:52 JPG File S8 KB
@ G-20220401-125204-WL59KLU.jpg 01/04/2022 12:52 JPG File SEKB
@ 5-20220401-125208-WL5%KLU jpg 0170472022 12:52 JPG File B KB
@ G-20220401-125212-WL58KLU jpg 01/04/2022 12:52 JPG File JEKB

6. The view mode of the folder can be changed, right-click in a blank space in the viewer, then
go to View, then select from the options. i.e. The view mode above is Details mode

View > Extra large icons
Sort by > Large icons
Group by > Medium icons
Refresh Small icons
Customise this folder... 5
& Details

Paste Tiles
Paste shortcut
Undo Copy Ctrl+Z Auto arrange

Align to grid
Mew >
Properties

i.e the viewer mode below is Extra large icons mode

Browser Activity e Help : Security Warning

Mame Date medified Type Size 2

G-20220314-133021-YRT0ESU.jpg G-20220314-133436-MFEEWWO.jpg G-20220314-134549-MFEEWWO.jpg

© 2022 System Q Ltd
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7. To return select the user on the left.

4.6 Activity

The server will log activity and connections, this can be viewed i the software itself.

Note: The activity tab is for advanced users only. This feature is for maintenance and fault finding,
and provides in depth technical information on connections to the FTP server.

P Help : Security Warning
Browser Activity e p g

Session Numt Session Detail
D Time ~ Time D |Description ~
111143 End of Session
14358 11:0%:29 111142 T | 221 BYE / Closing connection
14857 11:06:17 111143 R | QUIT
14858 10:59:53 11:11:43 T | 226 File transfer successful
14855 10:56:03 111143 PASY Receiver Thread Ended = 3
14854 10:55:03 11:11:42 TX | 150 Ready for data connection
14853 13432 142 File = T:\Juliam\RoboPlate-FTP\238\Office-01\snap\2022-04-04\SNAPD0A-20220404-111136.pg
14852 10:53:56 111142 RX | STOR j/Office-01/snap,/2022-04-04/SMNAPODA-20220404-111136,pg
14851 10:44:15 11:11:37 TX |227 Entering Passive Mode (192,188,0,96,101,58)
14850 10:43:34 11:11:37 PASV Receiver Thread Started = 3
14349 104222 111137 PASY Port = 25914
14848 10:40:26 111137 RX | PASY
14847 1m33:700 111137 TX |200 Ok
14846 10:31:09 111137 RX | TYPEI
14845 10:30:10 11:11:37 | TX | 257 Directory created
14344 102812 1137 RX |MKD //Office-01/snap/2022-04-04
14843 10:22:01 11:11:37 | TX | 257 Directory created
14342 101754 11137 RX | MKD //Office-01/snap
14841 10:17:40 11:11:37 | TX | 257 Directory created
14340 10:16:00 111137 RX |MKD //Office-01
14839 10:13:45 11:11:37 | TX | 230 Login successful
14838 10:12:20 11:11:37 Password accepted
14837 10:08:47 & | 111137 RX | PASS 236 v

- - £ o

To select different dates select the left or right arrows, select the calender icon or enter the date
manually.

19/04/2022
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